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Ḥ ῃ ᵣ ᴇ ≢ҹҬȂ 

Ḥ ῃ ῍֣ Ҋץ̂ CNVD̃ ῍ ȁ Ḥ ῃ 4

74ҩ ῒ̆Ҭ 146ҩȁҬ 284ҩȁγ 44ҩȂ №ṿҹ 5.93Ȃ

Ҭ̆ 0day 361 ҩ̂ 76%̃̆ῒҬԑ ҉₮ ľCSCMS 

Music Portal System SQL ῀ ȁBadminton Center Management System SQL ῀

Ŀ ף ₯ Ȃ CNVD ⌠ ᾴ ῏ ᴑԊҙ ᵝ Ԋᴆ

9231ҩ̆ҍ҉ ̂42217ҩ̃ ⁞ 78%Ȃ 
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̆CNVD ȁḠ ȁ ҙ ᵝ Ԋᴆ 28 ̆

Ḥᴑҙ Ԋᴆ 33 ̆ CNCERT №Ҭ

Ԋᴆ 449 ̆ ҙ Ԋᴆ 83 ̆

҉ Ḥ ῃ ҉ ȁ ᵝḤ Ԋᴆ 115

Ȃ 

C̆NVD └ Ԋ ᵝῈ Ҋץ ᵝ ԅῒ

Ḥ ᴆ֟ ̆ΐᵣ ᵝ ’ Ҋ ̔ 
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̆CNVD ԅȇMicrosoft 2022 6 ῃ ȈȂ CNVD

Ὲ ῤ Ȃ 

https://www.cnvd.org.cn/webinfo/show/7801 

 

’  

 

’ 1 ȂῒҬ̆ ҈ Ὲ ȁ Ḥ ᴍ Ὲ ȁ

Ḥ ᴍ Ὲ ȁ ֤ Ὲ ȁ ᴍ

Ὲ ᵝ Ὲ Ȃ ֤ Ḥ Ὲ ȁ

Ὲ ȁ҉ ᴍ Ὲ ȁ ᴪḤ Ὲ ȁ қ Ԑ

Ḥ Ὲ ȁ ֤ Ὲ ȁ ֤Ԑ Ḥ Ὲ ̂Seraph

ῃ ̃ȁ Ὲ ȁ ᴍ Ὲ ȁҬ

Ὲ ȁ Ḥ ῃ Ὲ ȁ ֜ Ὲ ȁ

ȁ ⇔ Ὲ ȁҬ Ὲ Ὲ ȁ қ Ḥ

ᴍ Ὲ ȁ Ḥ ᴍ Ὲ ȁ ֤Έ ԐḤ Ὲ ȁ

ᴍ Ὲ ȁ Ὲ ȁ ֤ Ԑ Ὲ ȁ ֤

Ὲ ȁ҉ Ḥ Ὲ ȁ Ḡ ᴆ Ὲ ȁ ֤

Ὲ ȁ ֤₣ Ὲ ῒזҩֲ CNVD ֜
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̆CNVD ԅ 474ҩ ȂWEB 223ҩ̆ 120ҩ̆

̂֜ ȁ ̃77 ҩ̆ ̂ ̃21 ҩ̆ ῃ֟

16ҩ̆ ᵬ 16ҩ̆ 1ҩȂ 
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2 №  

CNVD GoogleȁWordPressȁSiemens ֟ ̆

№ 3 Ȃ 

3 ֟ №  

 ̂֟ ̃  ᶛ 

1 Google 28 6% 

2 WordPress 28 6% 

3 Siemens 27 6% 

4 Carlo Montero 20 4% 

5 CSCMS 20 4% 

6 VIM 12 3% 

7 Cisco 11 2% 

8 Adobe 10 2% 

9 TOTOLINK 9 2% 

10 ῒ65% 309 ז 

 

ҙ ’ 

 

C̆NVD ԅ 61ҩ Ḥ ҙ 1̆5ҩ ꜚԑ ҙ 2̆6ҩ

ҙ ̂ Ҋ ̃ȂῒҬ̆ľH3C Magic R100 ‖ ₮ ȁCisco Unified C

M Unified CM SME ᴋ ᴆΏ῀ ȁSiemens SINEMA Remote Connect Server

פ ῀ Ŀ ҹľ ĿȂ ῏ ԅ ḱ ̆

WEB应用 

47% 

应用程序 

25% 

网络设备（交换

机、路由器等网

络端设备） 

16% 

智能设备（物联

网终端设备） 

5% 

操作系统 

3% 

数据库 

1% 

安全产品 

3% 

本周CNVD漏洞数量按影响类型分布 
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CNVD ῏ ҙ Ȃ 

Ḥ ҙ ̔http://telecom.cnvd.org.cn/ 

ꜚԑ ҙ ̔http://mi.cnvd.org.cn/ 

ҙ ̔http://ics.cnvd.org.cn/ 

 

3 Ḥ ҙ  

 

4 ꜚԑ ҙ  
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http://mi.cnvd.org.cn/
http://ics.cnvd.org.cn/
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̆CNVD Ҋץ ῃ Ḥ Ȃ 

1ȁ Adobe֟ ῃ  

Adobe Acrobat ѿ PDF ᴆ ΐȂAdobe Acrobat Reader ѿ P

DF Ȃ ᴆ ԍ ̆ PDFȂAdobe InCopy AdobeῈ ѿ

ԍ⇔ᵬ ᴆȂ ̆҉ ֟ ҩ ̆ ₯ ≠

҉ Ḥ ̆ ҉ ᴋ ף Ȃ 

CNVD ῏ ̔ Adobe֟ ̂CNVD-2022-45905ȁ

CNVD-2022-45904ȁCNVD-2022-45906ȁCNVD-2022-45908ȁCNVD-2022-45907ȁCNV

D-2022-45910ȁCNVD-2022-45911̃ȁAdobe InCopy Ώ῀ ̂CNVD-2022-4591

3̃ȂῒҬ̆ľ Adobe֟ ̂CNVD-2022-45906̃ȁAdobe InCopy

Ώ῀ ̂CNVD-2022-45913̃Ŀ ҹľ ĿȂ ╠̆ ԅ҉

ḱ ȂCNVD Ҋ Ҁ ̆ ᾧ ῏ ῃ

ԊᴆȂ 

̔https://www.cnvd.org.cn/flaw/show/CNVD-2022-45905 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45904 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45906 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45908 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45907 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45910 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45911 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45913 
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工控系统行业漏洞评级按周统计 

高危 

中危 

低危 
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https://www.cnvd.org.cn/flaw/show/CNVD-2022-45905
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45904
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45906
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45908
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45907
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45910
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45911
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45913
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2ȁ Google֟ ῃ  

Google Chrome ̂GooglẽῈ ѿ Web ȂGoogle Android

̂GooglẽῈ ѿ ץ Linux ҹ ᵬ ȂBootloader ῒҬ

ѿҩ ꜚⱴ Ȃ ̆҉ ֟ ҩ ̆ ₯ ≠

HTML ̆ ̆ Ⱶ Ȃ 

CNVD ῏ G̔oogle Chrome ̂CNVD-2022-447

16ȁCNVD-2022-44715ȁCNVD-2022-44718ȁCNVD-2022-44717ȁCNVD-2022-44720ȁ

CNVD-2022-44719̃ȁGoogle Android Ⱶ ̂CNVD-2022-45914̃ȁGoogle 

Android ̂CNVD-2022-45915̃ȂῒҬ̆ľGoogle Android

̂CNVD-2022-45915̃Ŀ ҹľ ĿȂ ╠̆ ԅ҉ ḱ

ȂCNVD Ҋ Ҁ ̆ ᾧ ῏ ῃԊᴆȂ 

̔https://www.cnvd.org.cn/flaw/show/CNVD-2022-44716 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44715 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44718 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44717 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44720 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44719 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45914 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45915 

3ȁ Cisco֟ ῃ  

Cisco Firepower Threat Defense ѿ ᶫҊѿף Ⱶ ѿ ᴆȂCisco 

Adaptive Security Appliances Software ѿ ῃ Ȃ ᶫԅ

ῃ ⱳ ȂCisco Unified Communications Manager

̂CiscõῈ ѿ ѿ Ḥ Ҭ ᴆȂ ᴆ ᶫԅѿ

ȁ № ᴑҙ IP ‗ ȂUnified Communications Ma

nager Session Management Edition Unified Communications Manager ᴪ Ȃ

̆҉ ֟ ҩ ̆ ₯ ≠ ᵬ ҉

ᴆ̆ ᴋ ף ̆ Ⱶ ᴆ̂DoS̃ Ȃ 

CNVD ῏ ̔Cisco Adaptive Security Appliance Firepower Thr

eat DefenseḤ ȁCisco Adaptive Security Appliance Firepower Threat Def

ense Ⱶ ̂CNVD-2022-44686ȁCNVD-2022-44689̃ȁCisco Adaptive Securit

y Appliance Firepower Threat Defense ȁCisco Unified CM Unified 

CM SMEᴋ ᴆ ȁCisco Unified CM Unified CM SMEᴋ ᴆΏ῀

ȁCisco Unified CM Unified CM SME ȁCisco Unified CM Unifi

ed CM SME Ⱶ ȂῒҬ̆ľCisco Adaptive Security Appliance Firepower 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44716
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44715
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44718
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44717
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44720
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44719
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45914
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45915
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Th

https://www.cnvd.org.cn/flaw/show/CNVD-2022-44687
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44686
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44689
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44688
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44704
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44703
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44707
https://www.cnvd.org.cn/flaw/show/CNVD-2022-44706
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45221
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45227
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45229
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45212
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45209
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45216
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https://www.cnvd.org.cn/flaw/show/CNVD-2022-45215 

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45217 

5ȁD-Link DIR-816 A2 פ ῀ ̂

https://www.cnvd.org.cn/flaw/show/CNVD-2022-45215
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45217
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45933
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45933
http://www.cnvd.org.cn/flaw/list.htm
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CNVD-2022

-46168 
WeCube   

ԅ ḱ ̆

῏ ̔ 

https://github.com/WeBankPartners/

wecube-platform/releases/tag/v3.2.2 

68704 1 2504 TfTm
[(-)] TJ
ET
Q
 EMC  /P <</MCID 2/Lang (en-US)2>> BDC q
74.784 707.02 70.08 6659.74(en-US)46.853F234E061E Tf
1 0 0 1 83.424 726.58Tm
 068704 1 2504 TfTm] TJ
ET
Q
 EMC  /P <</MCID 3/LLang (en-US)>> BDC q
74.784 70659.74(en-US)46.853F234E061E Tf
1 0 0 1 83.424 726.58Tm44 7268704 1 2504 Tf-

https://github.com/chshcms/cscms/issues/36
https://www.cnvd.org.cn/flaw/show/CNVD-2022-45395
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1. Zimbra ῃ ̆  

Zimbra ֓ ῃ ̆ ≠ ̆ ץ ᴍ

֜ԑ ’Ҋ Ḥ Ȃ 

h̔ttps://www.bleepingcomputer.com/news/security/zimbra-bug-allows-stealin

g-email-logins-with-no-user-interaction/ 

2. ᴆ ῃ ̆ ₯ ≠ ῒWeb  

̂CISCÕԍ ῒ ḱ ѿҩҤ ̆ ᾛ ₯

ᴍ ⌠ ᴆ ῏ Web Ȃ 

h̔ttps://www.bleepingcomputer.com/news/security/cisco-secure-email-bug-ca

n-let-attackers-bypass-authentication/ 

 

῏ԍ CNVD 

Ḥ ῃ ῍֣ ̂China National Vulnerability Databasĕ CNVD̃

CNCERT ῤ Ḥ ᵝȁ Ḥ ȁ ῃ ȁ ᴆ

ԑ ᴑҙ ῃ ̆ ⱬԍ ѿ Ḥ ῃ ȁ

ȁ ȁ№ ᵣ Ȃ 

῏ԍ CNCERT 

Ҭ ̂ ľ ԑ Ҭ Ŀ̆

CNCERT CNCERT/CC̃̆ ԍ 2002 9 ̆ҹ ≠ ῃ

Ҭ ̆ ᵣ Ҭ ᵝȂ 

ᵬҹ Ҭ ̆CNCERT Һ ̔ ľ ȁ ȁ

ȁⱬḠ Ŀ ̆ ԑ ῃԊᴆ ȁ ȁ

ᵬ̆ Ὲ῍ԑ ῃ̆Ḡ Ḥ Ḥ ῃ Ȃ 

̔www.cert.org.cn 

̔vreport@cert.org.cn 

̔010-82991537 

 

https://www.bleepingcomputer.com/news/security/zimbra-bug-allows-stealing-email-logins-with-no-user-interaction/
https://www.bleepingcomputer.com/news/security/zimbra-bug-allows-stealing-email-logins-with-no-user-interaction/
https://www.bleepingcomputer.com/news/security/cisco-secure-email-bug-can-let-attackers-bypass-authentication/
https://www.bleepingcomputer.com/news/security/cisco-secure-email-bug-can-let-attackers-bypass-authentication/

